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Course organisation 



Outline :
• Smart monitoring ?
• Smart Sensors 
• Smart  Actuators
• Local unit
• Data Communication 



Digital technology in the City
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Example:  Data exchange with sensors
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Devices’ Control
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NOUS avons besoin d'un système intelligent:
• Capteurs intelligents
• Actionneurs intelligents
• Communication de données



Outline :
• Smart monitoring ?
• Smart Sensors 
• Smart  Actuators
• Local unit
• Data Communication 



General Architecture of the Smart Sensors

Sensor



Sensor

Smart sensor : Internet of Things (IoT)

IoT can :
• Meter 
• Store data 
• Analyze data (embedded intelligence)
• Communicate with other IoTs 
• Operate actions 



General Architecture of the Smart Sensor 

Sensor 3Sensor 2
Sensor



Internet of Things (IoT)  What is IoT  How it works



Sensors Categories

Buildings:
• Temperature
• Humidity
• Air Quality
• Lightening
• Noise

• Presence
• Contact (windows, doors,..)
• Water and Energy consumptions

• Health
• Traffic 
• Environment
• Industrial process
• Social activity
• Commerce 









Examples of smart commercialized  sensors



Temperature & Humidity  Sensor  



http://www.seeedstudio.com/wiki/Grove_-
_Air_Quality_Sensor

Air Quality Sensor 



Contact Sensor Occupancy Sensor



Water Consumption Gas Consumption 

Fluid and Energy Consumption



Health Control http://www.libelium.com/e-health-low-
cost-sensors-for-early-detection-of-
childhood-disease-inspire-project-hope/



Smart Sensor Explained  Different Types and Applications



What is a Sensor Different Types of Sensors, Applications



RFID – Technology  
(Radio-frequency identification)



RFID – Technology  
(Radio-frequency identification)

Tag
Reader 

The tag contains stored information.

Use of  electromagnetic fields to track tags 
attached to objects. 



RFID Tag

Tags :
• Passive: collect energy from a nearby RFID reader's 
• Active: have a local power source such as a battery



https://en.wikipedia.org/wiki/Radio-frequency_identification

The distance : up to 100 m 



What is RFID and how does it work



Outline :
• Smart monitoring ?
• Smart Sensors 
• Smart  Actuators
• Local unit
• Data Communication 



Smart Switch
https://www.alibaba.com/product-
detail/Enocean-Smart-Home-Wireless-
Remote-Control_60304177153.html



Smart Valves http://www.aquamat2000.com/en/products/Fl
oriculture/Watering+Pot+plants/Watring+pot+
plants/Smart+Valve®+watering+system



http://www.animatics.com/products/smartmo
tor.html

Smart Motors 



https://techcrunch.com/2014/10/14/august-
smart-lock-on-sale/Smart Lock



Smart Actuator The actuator that connects with you



Outline :
• Smart monitoring ?
• Smart Sensors 
• Smart  Actuators
• Local unit
• Data Communication 
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Rasberry Pi 

ARDUINO
Computer Laboratory de 
l’Université de Cambridge

Comparaison: 
https://www.robot-maker.com/shop/blog/10_Arduino-Raspberry-Pi.html

Massimo Banzi and al. Design Institute Ivrea, Italy



Arduino vs. Raspberry Pi - Which is best



Data Transmission 
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Data transmission 



1) Bi-directionnel data transmission

• Verification
• Control 
• Update

Sensor
(A) 

Server/senor
(S)

Data

Data transmission 



Data specification
• Size 
• Frequency 
• Real time
• Latency  

Latency : the time necessary for a packet of data to get 
from one point to another.



Wired and wireless infrastructure ?

Wired infrastructure
• Bidirectional (transmission and 

Control)
• Large data
• Increased security regarding wireless 

technology

Wireless infrastructure
• Used in the absence of wired 

infrastructure
• Ease installation
• Moderate amount of data
• Low / Medium sensitivity of the 

information (information security?) 



Connected sensors 
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Hybrid system
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Reduce the energy consumption ?
- Protocol 
- Frequency
- Embedded  (in the smart sensors)
- Data variation



Reliability:
The ability of a system to perform according to 
specifications without degradation or failure.

Data transmission security ?



Cyber security
Technologies, processes and practices designed to protect networks, computers, 
programs, devices and data from attack, damage or unauthorized access. 

Data transmission security



What to do in case of absence of data transmission? 
Analysis of the origin:
• Sensor’s fault
• Communication fault
• Cyber attack

Data transmission security



How Information Travels Wirelessly



Utility local 
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Data transmission in the Electrical Grid 



Wireless technologies 
• ZigBee, 
• Wi-Fi, 
• Bluetooth
• 6LoWPAN

HOME AREA NETWORKS (HAN)



• Most used in HANs.
• Operates in the license-free 

frequency for short range
• Bidirectional 

ZigBee Technology 
Advantages
• Highly secured connection (128-bit AES 

encryption) 
• Low power consumption; batteries for 

longer lifetime (100-1000 days) 
• Could be used in large network 

Disadvantages
• Requires additional devices (cost)
• Low data transmission rates



Smart Home Demonstration by the Zigbee Alliance



Wi-Fi Technology

• Bidirectional radio frequency (RF) 
• Utilized for high-rate, information-

related devices such as computers, 
TV, digital camera, data download 

Advantages
• Highly secured connection (128-bit AES 

encryption) 
• does not require a special gateway 

because it inherits the Internet protocol 

Disadvantages
• Consumes high power compared to ZigBee

(The battery lifetime extends from 0.5-5 
days)

• Sensitive to electromagnetic radiation



• simple, secure, low power, los cost 
• Used in billions of devices: mobile phones, 

computers medical devices, home 
entertainment,…

Bluetooth® technology 

Range (distance)
• Class 3 :   range up to 1 meter 
• Class 2 radios :  most commonly found in mobile 

devices, range of 10 meters 
• Class 1 radios:  used primarily in industrial use 

cases, range of 100 meters



6LoWPAN

IPv6 Low power Wireless Personal Area Networks
• Created for the Internet of Things 
• Every node has its own IPv6 address, allowing it to connect 

directly to the Internet using open standards.



Neighborhood Area (NAN) 

• Radio transmission
• LoRa System
• SIGFOX



Radio Transmission 
Sub 1GHz 

- Requires internet gateway 

Radio
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Radio Transmission 
Sub 1GHz - Proprietary system

- Low frequency band 433, 868, 915 MHz
- Can reach high distance : up to 25 km
- Used by many utilities for Neighborhood Area 

network (NAN)



https://www.lora-alliance.org/







LoRa



What is LoRa and LoRaWAN



What is LoRa (2020)  Learn Technology in 5 Minutes



http://www.sigfox.com



National network for transmission of “small – size” data. 

SIGFOX :

implemented as follows:
• SIGFOX compatible modems are integrated within the physical objects. 
• The modems send data to SIGFOX servers.
• The SIGFOX servers verify the data integrity and transmit it to customers’ system.



SigFox



Sigfox  Solutions for IoT



Conclusion

Smart City 
Platform (Server)

IoT People External 
sources

• Sensors
• Human interaction
• Systems interaction
• Connectors
• Data transmission

- Efficiency
- Reliability
- Security 
- Maintenance
- Energy consumption

Selection of adequate 



Thank you 
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